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Abstract of the contribution: This paper discusses lawful interception for split architectures.
Introduction
Although lawful interception is not described in detail by stage 2 specifications, it is important to understand its general requirements and constraints, especially with respect to the user plane functions. This contribution discusses lawful interception for split architectures.
Discussion

Per 3GPP TS 33.107, the architecture and the reference points for lawful interception in the S-GW and P-GW are described in the below figure.
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Figure 1: S-GW, PDN-GW, ePDG Intercept configuration
From the above figure it can be seen that the S-GW as well as the P-GW has to support the following reference points: X1_1 as LI control interface, X2 for the transfer of user related parameters, X3 for the transfer of communication data. For split architectures, it can be assumed that the S-GW/P-GW control plane functionality will include the support of X1_1 and X2. However, for the support of X3 it is not clear whether it belongs to S-GW/P-GW control or user plane functionality, or even has to be provided by both. 
During Rel-4, a similar problem had to be solved for the CS domain, when the MSC was split into MSC server and MGW. The following figures show the different intercept configurations: pre-Release 4 (figure 2a) and in Rel-4 (figure 2b). It can be seen in the right figure (2b) that the MSC server provides the X1_1 and X2 interfaces for signalling. The X3 interface for the transfer of communication data has to be provided by both, the MSC server (for the transfer of some user related parameters and call control signalling) and the MGW (for the transfer of communication data). 
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Figure 2a: Reference configuration in R99               Figure 2b: Circuit switched intercept configuration in Rel-4
The very same approach could be chosen for split architectures in the PS domain. The S-GW/P-GW control plane functionality could provide the X1_1 and X2. The X3 interface for the transfer of communication data could be provided by the S-GW/P-GW user plane functionality. The X3 interface should not be necessary for the S-GW/P-GW control plane functionality as all user related parameters and bearer control signalling is defined as being transferred via X2. Such a configuration is shown in figure 3.
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Figure 3: Intercept configuration for split SGW/PGW architecture
Proposal
Based on the considerations above, it seems feasible to re-use the approach introduced with the MSC server/MGW split for supporting lawful interception in split architectures for the SGW/PGW. 
It is proposed that the following text is added as a solution to key issue 1 into TR 23.714.
**** Start of 1st Change ****

6.1.1.X
Considerations for lawful interception 
6.1.1.X.1
Description 

This section describes solutions for item J in the table, i.e. solutions for whether the LI related interface (e.g. X1_1, X2 and X3) are provided by the user plane or control plane functions. 

6.1.1.X.2
Solution 1: Terminating the X3 reference points in the user plane function 
6.1.1.X.2.1  Solution Description
The X1_1 is used for the activation, deactivation and interrogation of the lawful interception functionality for a UE and provides the transport network address information of DF2 and DF3. As this is control plane related functionality, the X1_1 should be terminated by the S-GW/P-GW control plane function.
The X2 interface is used to transfer the user related parameters related to the control plane of S-GW/P-GW to DF2. Consequently, the X2 should be terminated by the S-GW/P-GW control plane function. In addition, the packet header information (as specified in 3GPP TS 33.107) may need to be reported to DF2 over the X2 interface. This can be realized via the Sx interface by instructing the S-GW/P-GW user plane function to report packet header information to the S-GW/P-GW control plane function.
The X3 interface is used for transferring duplicated packets with additional information to the DF3. The X3 interface should be terminated where the lawful interception functionality is performed, i.e. at the S-GW/P-GW user plane function. The new Sx interface between S-GW/P-GW control and user plane function is used to provide the transport network address information of the DF3. In addition, the control plane of S-GW/P-GW controls via Sx interface the packet header information reporting functionality at the user plane function.
In solution 1, the direct reporting of duplicated packets from the user plane function via X3 avoids any performance impacts on the control plane function in case lawful interception is active for more than a few subscribers. Furthermore, the risk for congestion on the Sx interface (resulting in packet drops or high delays) can be minimized compared to the solution where many user plane functions may have to report duplicated packets to the same control plane function for the purpose of forwarding to the DF3.
6.1.1.X.2.2  Architecture 
In this solution the control plane of SGW/PGW provides the X1_1 and X2 interfaces of LI, and the user plane of SGW/PGW provides the X3 interface. 
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Figure 6.1.1.X.2-1: LI architecture for CUPS
**** End of 1st Changes ****
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